SSH Tunnel HOWTO

1. On a computer running behind the firewall, enable Remote Connections (RDP) on the Windows machine (Start->Control Panel->Settings->Remote).

2.  On a computer running behind the firewall, start the SSH daemon and make sure you can login.  This can be the same computer as #1.

3.  Open up the firewall to allow access from the outside to the SSH daemon.  If your firewall supports it, keep the inside port as 22 but set the outside port to a high port number – for example 33789.
4.  Fire up Putty.  Set the “keepalive” to a reasonable number.  Here its 30.
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5.  Define the tunnel using localhost port 44444 and remote 192.168.10.3 port 3389.
Port 44444 is whatever you want it to be, and 3389 is the RDP port for Windows.

The IP address should be the IP address of your internal (RDP) Window machine.

This involves putting “44444” in the Source port, “192.168.10.3:3389” in the destination port, and clicking “Add”.

[image: image2.png]PuTTY Configuration

Categoy.
Kepord 2] Optons cortoling SSH o forwarding
o e e —
& Windon ™ Loca pots acoept conection from ather hoss
appeatance I~ Remole pots do the same (S5H-2 o)
Behaviour Forwarded pars —
Translation BTl
Seesion Ciaass 1921681033369
Colours
& Connection
Do Ak new onwarded part
Prowy Sowcepat | 2t
Telnet —
Flogin Desination
551 & Local € Remole  C Dynamic
e © o € 1P ©1Pg
Auth
Y
x11
Turvek
Bugs
Seial B

o

pen Cancel





6.  If you are forced to use a proxy server to connect externally, setup the proxy type, name and port.
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7.  Save the settings so that you connect to your IP/hostname (in this example we’re using 24.20.224.24) on port 33789.
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8.  Use the SSH client within Putty to login to your hostname / external IP.
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9.  After you login, fire up the RDP client, connect to localhost port 44444 and use the newly created SSH tunnel to tunnel into your internal computer running RDP.
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10.  Smile.

